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DETAILED ACTION 

1. Application Number 09/832, 254 was filed on 04/09/2001. Claims 1-58 are 
subject to examination. 

Claim Rejections - 35 USC § 102 

2. The following is a quotation of the appropriate paragraphs of 35U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(e) the invention was described in (1) an application for patent, published under section 122(b), by another 
filed in the United States before the invention by the applicant for patent or (2) a patent granted on an 
application for patent by another filed in the United States before the invention by the applicant for patent, 
except that an international application filed under the treaty defined in section 351(a) shall have the effects 
for purposes of this subsection of an application filed in the United States only if the international application 
designated the United States and was published under Article 21(2) of such treaty in the English language. 

3. Claims 1-44, 47-49, 52-54 and 58 are rejected under 35 U.S.C. 102(e) as being 
anticipated Kim et al. (hereinafter Kim)(US 5, 701 , 440). 

Referring to claim 1, 

The reference teaches a system, comprising: 

a recipient's email gateway (Fig.2, elements 104 and 114) connected to a 
network and configured to receive email messages from the network; (Fig.2, elements 
104, 108, 120 and 122) and 

a group of email-scanning servers comprising one or more email scanning 
servers, each of the email-scanning servers configured with anti-virus software to scan 
and clean viruses, the group of email-scanning servers connected to the network, 
(Fig.1, elements 102, 104, 110, 114) 
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wherein when the recipient's email gateway receives an email message from the 
network, the email message is transmitted to the group of email-scanning servers to 
generate a clean email message using the anti-virus software, and 

wherein the clean email message is transmitted by the group of email-scanning 
servers to the recipient's email gateway, (col.5, lines 6-65, note: the email virus 
detection system 100 can act as a gateway that is connected to a network (internet 108) 
wherein the POP server (recipient's gateway server) receives an email and transmits to 
quarantine server (element 110, email-scanning servers) for cleaning., col. 10, lines 17- 
34) 

Referring to claims 2 and 30, 

The reference teaches the system of claim 1, wherein the email message is transmitted 
from the recipient's email gateway (Fig.2, element 104 and 1 14) to the group of email- 
scanning servers (Fig.2, element 110) after the email message is verified to determine if 
the email message needs to be scanned and cleaned, (col.5, lines 31-35) 
Referring to claim 3, 

The reference teaches the system of claim 2, wherein the email message is verified by 
determining source of the email message, wherein when the source of the email 
message is the group of the email-scanning servers, the email message has already 
been scanned and cleaned, (col.6, lines 57-64) 
Referring to claims 4 and 31 , 

The reference teaches the system of claim 2, wherein the email message is verified by 
checking a status code in a header of the email message, wherein after the group of the 
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email-scanning servers scan and clean the email message, the status code is updated. 
(col.6, lines 16-47). 
Referring to claims 5 and 32, 

The reference teaches the system of claim 1 , wherein the email message is transmitted 
from the recipient's email gateway to the group of email-scanning servers using a pre- 
configured IP address of the group of email-scanning servers or using a DNS server 
connected to the network to determine an IP address of the group of email-scanning 
servers. (Fig.2, element 104 and 110, contains IP address of either 
"www.McAfee.com/webmail" or "POP.McAfee.com") 
Referring to claims 6, 7, 33, and 34, 

The reference teaches the system of claim 1 , wherein the group of email-scanning 
servers includes incoming email processing logic to receive the email message to be 
scanned and cleaned (Fig.2, element 1 12) and outgoing email processing logic to 
transmit the clean email message.(Fig.2, element 118), and , wherein the group of 
email-scanning servers further includes subscriber verification processing logic to 
determine if the email message belongs to a recipient who is a subscriber to an email 
scanning and cleaning service performed by the group of email-scanning servers. 
(Fig.2, element 102). 
Referring to claims 8 and 35, 

The reference teaches the system system of claim 1 , wherein each email-scanning 
server in the group of email-scanning servers(Fig.2, element 110) comprises one or 
more anti-virus software.(col.9, lines 46-53) 
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Referring to claims 9 and 36, 

The reference teaches the system of claim 1 , wherein the recipient's email 
gateway includes email server processing logic. (Fig.2, elements 104 and 114, col. 10, 
lines 17-34) 

Referring to claims 10 and 37, 

The reference teaches the system of claim 1 , further comprising a recipient's email 
server (Fig.2, element 122) coupled with the recipient's email gateway and connected to 
the network, wherein after the recipient's email gateway receives the clean email 
messages from the group of email-scanning servers, the recipient's email gateway 
transmits the clean email messages to the recipient's email server. (Fig.2, elements 
104, 110 and 114) 
Referring to claim 11, 

The reference teaches the system of claim 1, wherein the recipient's email gateway is 
further configured to receive the email messages from a service provider's email server. 
(Fig.2, element 108, the system 100 is connected to internet and thereby it is configured 
to receive the email messages from a service provider's email server.) 
Referring to claim 12, 

Claim 12 is a claim to method steps that are carried out by the system of claim 1 . 
Therefore claim 12 is rejected for the reasons set forth for claim 1 . 
Referring to claim 13, 

Claim 13 is a claim to method steps that are carried out by the system of claim 2. 
Therefore claim 13 is rejected for the reasons set forth for claim 2. 
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Referring to claim 14, 

Claim 14 is a claim to method steps that are carried out by the system of claim 3. 
Therefore claim 14 is rejected for the reasons set forth for claim 3. 
Referring to claim 15, 

Claim 15 is a claim to method steps that are carried out by the system of claim 4. 
Therefore claim 1 5 is rejected for the reasons set forth for claim 4. 
Referring to claim 16, 

Claim 16 is a claim to method steps that are carried out by the system of claim 5. 
Therefore claim 16 is rejected for the reasons set forth for claim 5. 
Referring to claim 17, 

Claim 17 is a claim to method steps that are carried out by the system of claims 6 and 
7. Therefore claim 17 is rejected for the reasons set forth for claims 6 and 7. 
Referring to claim 18, 

Claim 18 is a claim to method steps that are carried out by the system of claim 10. 
Therefore claim 18 is rejected for the reasons set forth for claim 10. 
Referring to claim 19, 

Claim 19 is a claim to method steps that are carried out by the system of claim 1 1 . 
Therefore claim 1 9 is rejected for the reasons set forth for claim 1 1 . 
Referring to claim 20, 

Claim 20 is a claim to a computer readable medium containing executable instructions 
which, when executed in a processing system, causes the processing system to 
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perform the steps of a method of claim 12. Therefore claim 20 is rejected for the 
reasons set forth for claim 12. 
Referring to claim 21, 

Claim 21 is a claim to a computer readable medium containing executable instructions 
which, when executed in a processing system, causes the processing system to 
perform the steps of a method of claim 13. Therefore claim 21 is rejected for the 
reasons set forth for claim 13. 
Referring to claim 22, 

Claim 22 is a claim to a computer readable medium containing executable instructions 
which, when executed in a processing system, causes the processing system to 
perform the steps of a method of claim 14. Therefore claim 22 is rejected for the 
reasons set forth for claim 14. 
Referring to claim 23, 

Claim 23 is a claim to a computer readable medium containing executable instructions 
which, when executed in a processing system, causes the processing system to 
perform the steps of a method of claim 15. Therefore claim 23 is rejected for the 
reasons set forth for claim 15. 
Referring to claim 24, 

Claim 24 is a claim to a computer readable medium containing executable instructions 
which, when executed in a processing system, causes the processing system to 
perform the steps of a method of claim 16. Therefore claim 24 is rejected for the 
reasons set forth for claim 16. 
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Referring to claim 25, 

Claim 25 is a claim to a computer readable medium containing executable instructions 
which, when executed in a processing system, causes the processing system to 
perform the steps of a method of claim 17. Therefore claim 25 is rejected for the 
reasons set forth for claim 17. 
Referring to claim 26, 

Claim 26 is a claim to a computer readable medium containing executable instructions 
which, when executed in a processing system, causes the processing system to 
perform the steps of a method of claim 18. Therefore claim 26 is rejected for the 
reasons set forth for claim 18. 
Referring to claim 27, 

Claim 27 is a claim to a computer readable medium containing executable instructions 

which, when executed in a processing system, causes the processing system to 

perform the steps of a method of claim 19. Therefore claim 27 is rejected for the 

reasons set forth for claim 19. 

Referring to claim 28, 

The reference system, comprising: 

a service provider's email server connected to a network and configured 
to receive email messages from the network; (Fig.2, element 108, the system 100 is 
connected to internet and thereby it is configured to receive the email messages from a 
service provider's email server.) 



Application/Control Number: 09/832,254 Page 9 

Art Unit: 2154 

a recipient's email gateway coupled with the service provider's email server and 
connected to the network (Fig.2, elements 108, 106, and 104), the recipient's email 
gateway configured to retrieve the email messages from the service provider's email 
server at predetermined time periods; ("pull" and "forwarding requests for forwarding of 
data when the predetermined time has elapsed" techniques are well known in the art), 
and 

a group of email-scanning servers comprising one or more email scanning 
servers, each of the email-scanning servers includes anti-virus software to scan and 
clean viruses, the group of email-scanning servers connected to the network, 

wherein when the recipient's email gateway retrieves the email messages from 
the service provider's email server, the email messages are transmitted to the group of 
email-scanning servers to generate clean email messages, (col.5, lines 6-65, note: the 
email virus detection system 100 can act as a gateway that is connected to a network 
(internet 108) wherein the POP server (recipient's gateway server) receives an email 
and transmits to quarantine server (element 110, email-scanning servers) for cleaning., 
col. 10, lines 17-34) 
Referring to claim 29, 

The reference teaches a system of claim 28, wherein the clean email messages are 
transmitted by the group of email-scanning servers to the recipient's email gateway or to 
the service provider's email server. (Fig.2, element 1 14 which is considered a server 
that constitutes the recipient's gateway as stated above or element 108, the system 100 
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is connected to internet and thereby it is configured to transmit the email messages to a 
service provider's email server.) 
Referring to claim 38, 

Claim 38 is a claim to method steps that are carried out by the system of claim 28. 
Therefore claim 38 is rejected for the reasons set forth for claim 28. 
Referring to claim 39, 

Claim 39 is a claim to method steps that are carried out by the system of claim 30. 
Therefore claim 39 is rejected for the reasons set forth for claim 30. 
Referring to claim 40, 

The reference teaches the method of claim 39, wherein verifying comprises checking 
source of the incoming email messages, and wherein when the source of the incoming 
email messages is the group of email-scanning servers, the incoming email messages 
are clean, (col. 6, lines 57-64) 
Referring to claim 41, 

Claim 41 is a claim to method steps that are carried out by the system of claim 31 . 
Therefore claim 41 is rejected for the reasons set forth for claim 31 . 
Referring to claim 42, 

Claim 42 is a claim to method steps that are carried out by the system of claim 32. 
Therefore claim 42 is rejected for the reasons set forth for claim 32. 
Referring to claim 43, 

Claim 43 is a claim to method steps that are carried out by the system of claim 34. 
Therefore claim 43 is rejected for the reasons set forth for claim 34. 
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Referring to claim 44, 

The reference teaches a system, comprising: 

a sender's email server connected to a network, (Fig.2, elements 106 and 108, 
an email is coming from a sender who is connected to a network) 

a group of email-scanning servers comprising one or more email scanning 
servers, each of the email-scanning servers includes one or more anti-virus software to 
scan and clean viruses, the group of email-scanning servers connected to the network, 
the sender's email gateway transmitting the email messages to the group of email- 
scanning servers to scan and clean the email messages to generate clean email 
messages, wherein the clean email messages are stored in an email queue coupled 
with the group of email-scanning servers; and (Fig.2, elements 102, 104, 110, 114) 

a recipient's email gateway (Fig.2, element 122, in this scenario, the email 
scanning servers are third party service providers as presented, and element 122 , 
server is recipient's email gateway to internet) connected to the network, the recipient's 
email gateway configured to send forward requests to the group of email-scanning 
servers at predetermined time intervals, wherein when the forward requests are 
received, the clean email messages are transmitted from the email queue to 
the recipient's email gateway. (Fig.2, element 122 , server is recipient's email gateway 
to internet is accepting "forwarded e-mail messages" as shown in Fig.2, "pull" and 
"forwarding requests for forwarding of data when the predetermined time has elapsed" 
techniques are well known in the art) 
Referring to claims 47 and 48, 
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The reference teaches the system of claim 44, wherein the recipient's email gateway 
sends forward requests to the group of email-scanning servers using a pre-configured 
IP address of the group of email-scanning servers or using an IP address provided by a 
data name system (DNS) connected to the network, (Fig.2 element 100, the third party 
email-scanning service provider has the IP address as shown) and wherein the forward 
requests are sent at predetermined time intervals. , ("pull" and "forwarding requests for 
forwarding of data when the predetermined time has elapsed" techniques are well 
known in the art) 
Referring to claim 49, 

The reference teaches the system of claim 44, wherein authentication information is 
sent with the forward requests, (col.7, lines 62 thru col.8, lines 1-7). 
Referring to claims 52 and 53, 

The reference teaches the system of claim 44, wherein the group of email-scanning 
servers includes incoming email processing logic to receive the email message from the 
sender's email server (Fig.2, element 106) and outgoing email processing logic to 
transmit the clean email message to the recipient's email gateway. (Fig.2, element 120), 
and the reference teaches the system of claim 44, wherein the group of email-scanning 
servers further includes subscriber verification processing logic to determine if the email 
message belongs to a recipient whose email messages are to be scanned and cleaned. 
(Fig.2, element 102). 
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Referring to claim 54, 

Claim 54 is a claim to a method steps that are carried out by the system of claim 44. 
Therefore claim 54 is rejected for the reasons set forth for claim 44. 
Referring to claim 58, 

Claim 58 is a claim to a method steps that are carried out by the system of claim 48. 
Therefore claim 58 is rejected for the reasons set forth for claims 47 and 48. 

Claim Rejections - 35 USC § 103 

4. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in 
section 102 of this title, if the differences between the subject matter sought to be patented and the prior art 
are such that the subject matter as a whole would have been obvious at the time the invention was made to 
a person having ordinary skill in the art to which said subject matter pertains. Patentability shall not be 
negatived by the manner in which the invention was made. 

5. Claims 45, 46, 50, 51 and 55-57 are rejected under 35 U.S.C. 103(a) as being 
unpatentable over Kim et al. (hereinafter Kim)(US 5, 701 , 440) in view of Cooper (pub. 
No. US 2002/0129111 A1) 

Referring to claims 45 and 46, 

Keeping in mind the teachings of the reference Kim as stated above, the reference fails 
to explicitly teach the system, wherein the recipient's email gateway uses dynamic 
Internet protocol (IP) addressing and, wherein the recipient's email gateway monitors 
its dynamic IP address and stores the dynamic IP address when it changes. The 
reference Cooper teaches the creation and use of the dynamic IP address wherein the 
recipient's email gateway monitors its dynamic IP address and stores the dynamic IP 
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address when it changes, (page 2, para, [001 1]-[0014], [0024] and page 3, para.[0025]). 
Therefore, it would have been obvious to one having ordinary skill in the art at the time 
of invention was made to apply the ability of Cooper's email service provider's system- 
capability to the to Kim's recipient's email gateway since email system is susceptible to 
abuse by advertisers and others trying to reach large "audiences" without having to 
incur the costs of postage and paper handling of regular ("snail") mail and viruses as 
jointly taught by both references. 
Referring to claims 50, 51, 55, 56 and 57, 

Keeping in mind the teachings of the reference Kim as stated above, the reference fails 
to explicitly teach the system, wherein the forward request comprises a 
dynamic IP address of the recipient's email gateway and email address of a recipient, 
and wherein the email address or Internet domain name of the recipient is used to 
identify the clean email messages stored in the email queue to be retrieved. The 
reference Cooper teaches the creation and use of the dynamic IP address wherein the 
recipient's email gateway monitors its dynamic IP address and stores the dynamic IP 
address when it changes, (page 2, para,[001 1]-[0014], [0024] and page 3, para.[0025]). 
As taught by the reference Cooper, when the forward request is made, the request 
contains the real email address of the recipient and then the dynamic address is 
created. (, wherein the forward request comprises a dynamic IP address of the 
recipient's email gateway and email address of a recipient,).AIso, as taught by the 
reference Cooper in para.[0025] on page 3, the email service provider can establish 
domain names for use by the recipients as part of dynamic IP address (wherein the 
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email address or Internet domain name of the recipient is used to identify the clean 
email messages stored in the email queue to be retrieved.)- Therefore, it would have 
been obvious to one having ordinary skill in the art at the time of invention was made to 
apply the ability of Cooper's email service provider's system-capability to the to Kim's 
recipient's email gateway since email system is susceptible to abuse by advertisers and 
others trying to reach large "audiences" without having to incur the costs of postage 
and paper handling of regular ("snail") mail and viruses as jointly taught by both 
references. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Ashok B. Patel whose telephone number is (703) 305- 
2655. The examiner can normally be reached on 8:00am-5:00pm. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, John A Follansbee can be reached on (703) 305-8498. The fax phone 
number for the organization where this application or proceeding is assigned is 703- 
872-9306. 
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Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 




